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THE ADVENT OF THE 4T ¢ st )

Degree of

From Industry 1.0 to Industry 4.0 complexity
First Second Fourth ‘
Industrial Industrial Industrial Industrial
Revolution Revolution Revolution Revolution
based on the introduction based on mass production based on the use of based on the use of
of mechanical production achieved by division of electronics and IT to cyber-physical systems
sed e sl bl Golecmaeneay - e

: S
First programmable
First conveyor logic controller (PLC)
First mechanical loom, 1784 belt, Cincinnati Modicon 084, 1969 &
slaughterhouse, 1870 I
b4 B N/ s AATE N/
1800 1900 2000 Time
The 4™ Industrial Revolution is leading A .
. : ) o . Internet of Things
the Intelligent Information Society the Digital Transformation, Cloud _
its advance Technologies. ) ‘loud Computing
. Big data
By using 5G wireless network which is Artificial Intelligence
70 times faster than 4G wireless. Mobile
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INDUSTRY.4.0? I [V

’\ Technology
) ’\ o Robotics _deals with the design, con;truction, operation and
. Robots A : its Repla_cmg humans on_assembly Ime._ _ o
Computing ST YR ) o 3D Printing is any of various processes in which material is
4 joined or solidified under computer control to create a three-
" ‘ \. dimensional object, the manufacturing customized
mnie| | INAUSErY | maton components
: o Big Data — Collecting performance parameters, used to refer
< 4.0 | to data sets that are too large or complex for traditional data-
#/ndustrial \ processing application, aanalytics — Understanding collected
nterpet of | data
R 72 > Things /| [
Adaptive 6 | Cyber . People
e (ST @ . o Increased efficiency — Reduction in labor per unit
o Skill Development — Up-skilling, Re-skilling,
Continuous learning & Mindset change
o Only to handle disruptions — Monitoring and
Process corrective actions
o Constant communication — Data exchange between components
o Decentralized decision making any process where the decision-making authority is

distributed throughout a larger group
Standardization — Ease of customization
o Smart Transport System - Automated transportation of raw material for final products

O



REVOLU

SOCIAL CIﬁ&NGES DUE % 4ri / datcustuud

» Intellectualization (Human-machine) : Transformation into Intelligent Society

= Technology including machine learning, deep learning and big data makes machine think
like human.
= Changes in recognition of human identity and job topography are commonplace.

» Virtualization (Reality-virtual) : Acceleration of the Fusion of Virtual and Reality

= New products , VR/AR, smart car, telemedicine, virtual labs virtualize general daily lives
and social and economic activities.

= Human experience and cognitive domain become blurred

= New service in various fields of industry can be created

» Hyper-connection (Human-things) : Transformation into Hyper-connection

Society

= Proliferation of digital network and mobile devices expand a range of human-human,
human-thing and thing-thing interaction (IoE: Internet of Everything)

= Hyper-connection causes new group behavior pattern
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PRODUCTION AND TH E““i‘NlUSTRY 4.0

4 N “ Advanced Manufacturing Systems
,LConventional’ topics in

industrial production Industry 4.0 topics _\A.CD S?'r"ascoefbi“ y

- Predictability
Cyber-Physical

Systems, loT 3D Printing
- Scrap Elimination
- Customization

Production Planning
and Control

IT Support, ERP, MES

Smart Factory

Cloud Computing
Data Management Big Data, Cloud, - CBZInga;a it
& Cybersecurity - LyDer secunty
\ /N .
Robotics
Source: ECPE European Center for Power Electronics e.V., - Autonomy

Nuremberg, Germany - Productivity
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* Physical, Digital (techno sphere),
* Biological (natural world)

Physical:

Biological:

Autonomous technology from DARPA, Google, Tesla,

Toyota, 3D printing, Advanced Robotics, New
Materials such as polymers, nanomaterials like
guantum, new batteries and dot tech

Genetic analysis.

Synthetic human genome cell line. i\(
CRISPR for designer plants, animals

humans, embryo experimentation -
DARPA example: brain implants, Brain
interfaces, Mind control of objects, EU Brain
project, US Brain initiative
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\?JLJ Digital:

Mobile, Smart sensors, Smart devices:
heterogeneous computing  network,
Stochastic network, Arduino,
Augmented reality and virtual reality.
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Moving to Industry 4.0 include improved
productivity and efficiency, better flexibility
and agility, and increased

profitability. Industry 4.0 also improves the
customer experience.

This includes technologies that improve
automation, machine-to-machine

Increase flexibility
* Productivity
« Efficiency
* Quality
* Reduced time to market
 More R&D and activities
* Development of new skills

communication, manufacturing oversite, and

decision making.

Shorter Work with 5 | :
Parallel Time existing T 7. Fail Fast Low J
Frames infrastructure ~ //* & Learn cost
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Internet of Things, integrated into the manufacturing, processing and logistics
The 10T is a term coined by Kevin Ashton back in 1999 and the term quickly
gained popularity as a way to refer to physical devices that are able to

connect and exchange data.
loT will consist of about 30 billion objects by 2020 and that “the global

market value of 10T will reach $7.1 trillion” by the same year

bersecurity
‘ c Augmented
Reality

2% -
’ a==n @
@ “
N4 = A B
3 z
- ; 4.0
7z z : |
o ] E] ! (
“
€ 7
t Additive |nr-'1->'-': f
Manufacturing x Things
77T P B e W
Big Data . ‘ System
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loE is the network of devices, vehicles, and home appliances that contain electronics,
software, actuators, and connectivity which allows these things to connect, interact
and exchange data. I0E is considered a superset of 10T. Cisco, first coined the term the

Internet of Everything, process , people, data, and things together to make networked

connections more relevant and valuable. OpenSource  gwerstheUse, 3ot Tl
&maha&a ¢ You(lD ~

amazon
Services-

"ocﬂ‘ Cloud‘

Internet of
Things

The Industry 4.0 Environment N ﬂ Saisad .
‘ e

Smart Internet of
Buildings Data

&adﬂ‘zed Ses, N J1I

Vo4 postini A ' uehe Critic,
Smart Smart . / .iDigitalMeasures
Mobility V- 4 Homes lel il )
Smart Social
Logistics Web .
Microsoft Azure ~ vimware
Internet of Internet of amazon ) (9 SOF LA S
. Google
Services People %

Rusiness Weh

JA\ ALERTLOGIC SECURITY-AS-A-SERVICE
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CYBERSECURITY AND o Fd

Cyber attacks can exploit the vulnerabilities of critical
infrastructures such as the energy, transportation
and communications sectors and seriously undermine military

MIissSion SUccess,

Significant Cyber Incidents

Cyberwar Defense team of the US Air Force monitoring cyber threats at a workstation.

———— China == Cyber attacks on government agencies, defense and
—— i - high tech companies, or economic crimes with
e L : losses of more than a million dollars.
S — Russia -
B UnitedKingdom e Cyber security is a discipline that requires
= United States _ national effort, and it is not something that the
! Germany — citizens and private companies can expect to
. o e — outsource to the military.
Australia =
Japan —| et A
i South Korea — Seaurity @ Mobite Working
I Ukraine — @ @
. e p— e Cor S
| France [ |
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O Ofender @ Vitm . ncden - menzoing
CYBERCRIME IN NUMBERS: 3.9 Million cyber crlmes reported in 12 months (2016)
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Cyber-physical systems for
process (chain) optimisation
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Google Smart hand watch
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AR will soon affect the conventional learning
process, and could grant students extra digital
information about any subject, and make complex
information easier to understand.

AR animated content in
classroom lessons could
catch students’ attention
in dynamic day and age

The use of VR is already
practiced and highly appreciated
in the field of medicine

Sasung Providing AR in Classroom

AR motivate them to study. Adding
extra data, short bio of a person, fun
facts, historical data about sites or
events, visual 3D models, would
give students a wider understanding
of topics.

VR in manufactory

Structure and optimise the location.
Flow of production lines.

Position automation lines, robots, production cells
Operate and handle virtual tools and equipment.
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Respondents from three major regions were asked: "What cumulative

benefits from digitization [in the context of an Industry 4.0-related survey] ROBOTS WORK' NG | N AMAZON

do you expect in the next five years?” Asia-Pacific had the largest
percentage of companies with high expectations.

Robotics
100% . B
I Efficiency Gains 45000 -

Lower Costs
[ Additional Revenue

40000

B0%

35000
~<—MODEST GAINS

&0% Companies expecting

gains between 30000 -

10% and 29%

40% 25000 -

20000

20%
SUBSTANTIAL EAINSlSOOO ]

Companies expecting
gains greater than

30% 10000

Europe, Africa, Americas Asia-Pacific
Middle East

5000

Source: "Industry 4.0: Building the Digital Enterprise,” PwC

O | | | I
2013 2014 2015 2016
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Country/Region Continent Start Year End Year Duration

United States (US) North America 2011 N/A N/A
Germany Europe 2012 2020 9
France Europe 2013 2020 8
United Kingdom (UK) Europe 2013 2050 38
Europe Europe 2014 2020 7
South Korea Asia 2014 2020 7

India Asia 2014 N/A N/A

Netherlands Europe 2014 N/A N/A
Sweden Europe 2015 2020 6
China Asia 2016 2025 10

Spain Europe 2015 N/A N/A
Malaysia Asia 2016 2020 5
Taiwan Asia 2016 2024 9
Japan Asia 2016 2020 5
Mexico North America 2016 2030 15
Canada North America 2016 2030 15
Singapore Asia 2016 2020 5
Italy Europe 2017 2020 4

Pontificia Universidade Catolica do Parand, Curitiba, PR, Brazil, 2018
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Digitization index

196 Accenture and Oxford Economics’ Digital Opportunity Index measures the present and future digitalization status
2 in 14 of the world's economies.

United States n

United Kingdom 68
15 Sweden — 66
Holland R —F 61
1 087 Australia y_____________________________________4 54
0.63 Belgium _—-_—-- 50
Japan A ——— 50
05 043 O 20 France A 48
: 0.16 012 008 008 Germany ————————————— a6
Austria A 45
0 . - i =] = Shain . . 35
H i i H : al A
The United  Italy France Singapore Germany Europe  Taiwan The United  Spain 'c‘h'y 2’7‘
ina A
Kingdom Kingdom Brazil A— 25
Pontificia Universidade Catolica do Parand, Curitiba, PR, Brazil, 2018 EE L i
The countries leading the fourth industrial revolution in 2016
2021 2022 2023 2024 2025 2026 2027
> (311) Food Manufacturing a
(312) Beverage and Tobacco Product Manufacturing 0
- Robotand - Thenternet - Implantable - Ubiquitous - 3D Printing - Driverless - Bitcoin (313) Textile Mills 4
: i ; (314) Textile Product Mills 0
Services of and for Technologies ~ Computing and Cars and the _ (815} Aparel Mshufachidng | o
Things — BigDatafor - 3D Printing Consumer  _ Aang Blockchain (316) Leather and Allied Product Manufacturing e 1
- Wearable Decisions andHuman ~ Products Decision- ®21) WO(‘;‘;;";:”“ Manufacturing —
. per Manufacturing (o]
Internet _Visionasthe  Health - Aland Making (323) Printing and Related Support Activities 0
White-Collar s (324) Petroleum and Coal Products Manufacturing 0
- SD ‘ New Interface - The Jobe - Smart Cities (325) Chisitiical Manufaetiring S
Prlntmg and _ Our Digilal Connected (326) Plastics and Rubber Products Manufacturing — s 1
Manufacturing Presence Home - The Shamg (327) Nonmetallic Mineral Product Manufacturing 0
E (331) Primary Metal Manufacturing =eessssssss— 2
— Governments conomy (332) Fabricated Metal Product Manufacturing  wesssss 1
(333) Machinery Manufacturing =essssss— 3
and the (334) Computer and Electronic Product:- 4
Blockchain (335) Electrical Equipment, Appliance, and- 4
(336) Transportation Equipment Manufacturing
-A ) (337) Furniture and Related Product Manufacturing 0
Supercomputer In (339) Miscellaneous Manufacturing a
Your Pocket 0 1 2 3 4 5 6 7

technology based critical points for the future societysource: deep shift

technology tipping points and societal impact(wef)

Focused manufacturing sectors in the

public policies
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Estimated worldwide annual supply of industrial robots
at year-end main markets 2015 - 2017

China
Japan
Rep. of Korea
United States

Germany

40

60 80
‘000 of units

#2017 m2096 =2015

The top five countries for industrial robotics by sales and density

100 120 140

State of Implementation of Industry 4.0 in Malaysia

35

Small

II I

Medium

Large

™ Fully implemented = Partially implemented = Starting to take steps

Not application = Not ready = Don't know

Source: Monash Malaysia-CPA (Australia) 2018 Business Sentiment Study undertaken by the Monash Team
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Technology and Competition

Made in China (by robots): A global
perspective on the hottest story in
automation

China has a major drive on Industry 4.0 -
Automate all their industries
- Leading to better Economies Scale and Scope
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THESS

« Change of business model
« Cooperative structures enhancing interdisciplinary
New concept for faculties or departments

New role of examination offices
No fixed degree programs

Acceleration in education according to fast innovation
cycles

New teaching concepts flipped classroom

New method of teaching and their infrastructures in
example using equipment's for virtual worlds

Digital rights management

-

Massive and personalized learning

New learning infrastructure example increased
computing capacities

Shift from presence learning to distance learning
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» http://www.techrepublic.com/article/microsoft-envision-prepare-yourself-for-the-
fourth-industrial-revolution/

 https://www.weforum.org/pages/the-fourth-industrial-revolution-by-klaus-schwab/
 https://www.ubs.com/global/en/about ubs/follow ubs/highlights/davos-2016.htm
o | http://techcrunch.com/2016/04/15/artificial-intelligence-and-racist/?ncid=rss

» http://www.techrepublic.com/article/microsoft-envision-prepare-yourself-for-the-
fourth-1ndustrial-revolution/

 https://www.weforum.org/pages/the-fourth-industrial-revolution-by-klaus-schwab/

» http://www.mckinsey.com/magi/overview/in-the-news/by-2025-internet-of-things-
applications-could-have-11-trillion-impact

« KPCB
http://motherboard.vice.com/blog/inexpensive-small-computers-are-changing-the-
maker-movement

 http://www.cnhet.com/news/samsung-artik-teases-smart-robots-light-switches-of-the-
Tfuture/#ttaqg=CAD1328eec

» http://www.cybersecurity.my/en/index.html
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